
 

 

Access and Security 

  
 
Your data is safe with webCRM.  
In fact far safer than most in-house applications 

 
 

Access 
 
 
• 24/365 Access at 99.98% up-time. 
• Up to 90 security access levels. 
• Grouping of users with similar rights. 
• Restrict access to records by Territories and Responsible. 
• Restrict Access to View, edit or delete. 
• Restrict Access to menus, modules and Utilities. 
• Restrict Access by Report and data exporting. 
• IP addresses are logged. 
• Separate and private database for each customer. 
• More that 3 faulty login attempt causes user to be 
• locked out until re-activated by system administrator. 
 
 
 

Infra structure 
 

Our webCRM servers are held in highly secure, un-
der-ground purpose built facilities, and are man-
aged around the clock. Our servers are always kept 
updated with the latest security patches.  

 
 
 
• Powerful Cisco routers 
• Two hardware based stateful-inspection firewalls 
• 2 central layer3 switches.  
 
• Two redundant 1 Gbyte fibre Internet connections 
• Redundant power supplies and fire protection. 
• A 160KW diesel generator stands by in case of a power cut.  
 
• Data is stored using raid disk technology 
• Daily back-up to a secondary location. 
• Https secure socket layer for data encryption. 
 


